Middle School Mock Trial Program - 2004

Connecticut Consortium for Law & Citizenship Education, Inc.
&
Connecticut Bar Association

We are anticipating avery active Middle School mock trial competition thisyear. We are going to
institute afew changes to hopefully make the program run even better. We will pre schedule a snow
date for the regional rounds. We will bring all teams who win both the plaintiff and defense side to the
quarter-finals. Because of the number of schools participating we will add a fourth region. Unless
people feel they want a meeting we will not hold a coaches meeting this year. If new coaches or others
have questions please feel free to call either Beth or Jim.

The Case Materials and registration form will be on-line on September 7, 2004. Please register as
early as possible—but no later than November 1, 2004. Our web siteis: cclce.org

We are looking forward to the following time schedule( TENTATIVE UNTIL SCHOOLS APPROVE
DATES):

December 1, 2004 Westport-Fairfield area

December 2, 2004 Winsted-Litchfield area

December 6, 2004 Hartford area

December 8, 2004 Guilford-Madison area

December 9, 2004 SNOW DATE FOR ALL REGIONS
January 8, 2005 Quarter Finas

Mid January Semi-final and final round

Registration at each site will be at 3:30 p.m. A light supper will be served and the competition should
end by 8:00 p.m. Registration fee will remain at $35.00 per team.

On Saturday, October 16 we will hold a“Middle School Mock Trial Competition Education Session.”
It will be from 9:00 a.m. to noon at the Connecticut Bar Association in New Britain. During this
session we will cover: public speaking skills, case materials, introduction of evidence, opening and
closing statements as well as direct and cross examination of witnesses. If you would like to register
some of your students for this session please call CCLCE office at (860) 509-6184. Space for the
program will be limited so please register early.

Jim Schmidt, Executive Director Beth Del uco, Program Manager
C.CL.CE C.CL.CE

(860) 509-6184 (860) 621-6525(1 teach-later in day please)
email: cclce@mindspring.com email: bethdeluco@sbcglobal.net




Connecticut Middle School
Mock Trial Competition
Competition Rules

The Connecticut Middle School Mock Trial competition is co-sponsored by the Connecticut Consortium for Law &
Citizenship Education, Inc. and the Connecticut Bar Association. The following people may be contacted for
guestions regarding these rules:

Betsey Chadwick, Public Service Manager, CBA (860) 612-2006
James Schmidt, Executive Director, CCLCE (860) 509-6184

100. Teams

101. Each middle school may enter up to two teams in the competition. We must have a commitment
that all teams registered will compete. Each team shall be composed of not less than six nor more than
fourteen students (with extras). For any single round in the competition, three students shall act as
attorneys and three students shall act as witnesses. Thus, on larger teams, some students will be
observers for a given round. PLEASE NOTE MINIMUM NUMBER OF STUDENTS IS SIX.

102. Coaches: Each team shall work with their school's teacher and a practicing attorney (or
attorneys) to prepare for competition. Coaches may attend their team's competitions but may not give
advice or signals to their team during the competition.

103. Judges: There will be an attorney judge for each trial, to be chosen by the Mock Trial Regional
Coordinators. The Committee shall endeavor to find judges who are impartial to either competing
school.

200. Competition Format

201. Roles: Teams must be prepared to present both sides of the case. There will be two trials for each
school at the regional level, and teams will switch sides (plaintiff's case or defendant's case) for each
round. Members within a team may reverse roles at different rounds so that witnesses may serve as
attorneys at another round.

202. Delay of Trial: The failure of a team to report promptly at the assigned time should be reported to
the judge, who will notify the competition staff. A team arriving more than 15 minutes late may forfeit
the round.

203. Viewing of Enactments: Team members (including coaches, understudy witnesses and attorneys,
etc.) may not view other teams in competition so long as they remain in the competition themselves. A
video or audio tape recording of a team's mock trial proceedings is permitted so long as it is acceptable
to all participants involved. The cost of such recording must be borne by the school(s) involved and
may not be charged to the Consortium.



204. Competition: Assignments in the competition will be done by the Mock Trial Committee.

206. Semi-Final Competition: All teams winning both sides of the trial will advance to this round.

207. Final Round—Between the top two teams. Will be held in January.

300. Facts in Trial Enactments

301. Statement of Facts: Each team will receive a Statement of Facts (including witness affidavits and
stipulations) at the Orientation meeting. These facts may not be disputed or changed at trial.

302. Witnesses and Affidavits: Witnesses may not use notes while testifying at trial. Each witness is
bound by his or her written statement. A witness is not bound by facts contained in other witnesses'
statements. ALL WITNESSES MUST TESTIFY - that is, you cannot choose NOT to call a witness.
Coaches must notify their opponents in advance of the trial concerning changes in name or sex of a
particular witness.

303. Inferences from Affidavits: The teams are limited to facts in the record and any reasonable
inferences therefrom. The teams cannot make up new facts or introduce exhibits other than those
provided to them as part of the problem. At the same time, however, a team may make and argue any
reasonable inferences from the facts in the record. If an attorney's question or a witness™s answer
violates this rule, the opposing attorney may object and ask the court for a bench conference to decide
whether the testimony is a reasonable inference from the record. (See Rules 701 and 702 of the
Modified Rules of Evidence for further discussion.)

304. Stipulated materials: For Mock Trial purposes all witness statements contained in the case
materials have already been stipulated as admissible evidence. This means that both sides have
Agreed that all statements are admissible. (See Rule 601 of the Modified Rules of
Evidence.)

400. Research and Resources
401. Case Materials for Competition: During the trial, teams may use only those exhibits, court rules,

statutes, and cases provided in the official competition case materials. Neither team may submit briefs
to the Court.

402. Further Study: Teams may read other cases, statutes, and materials to add to their
understanding of the problem and strategies others have used in similar situations.



500. Roles in the Competition

501. Attorneys: Attorneys control the presentation of evidence at trial and argue the merits of their
side of the case. They do not themselves supply information about the facts of the case. Instead, they
introduce evidence and question witnesses to bring out the full story. Attorneys must be sufficiently
familiar with the witnesses' statements to recognize instances when testimony contradicts or
extrapolates upon the affidavit in violation of Rule 303.

Attorneys research the case by reviewing the case materials supplied for the competition and plan their
team's strategy for presenting evidence. Attorneys help witnesses study their roles and prepare their
testimony. Attorneys may use notes in presenting their cases (opening statements, direct and cross-
examination, objections and closing arguments).

Each team must examine each witness, either on direct or on cross-examination, as appropriate. Each
of the three attorneys on a team must engage in the direct examination of one witness and the cross-
examination of another. An attorney for a team presenting the opening statement may NOT make the
closing arguments.

502. Witnesses: Witnesses tell the court the facts in the case. Each witness must follow Rule 303 to
the best of his or her ability. Each team must see that their witnesses are thoroughly prepared and
familiar with their roles and must call all of its assigned witnesses. Teams may not call any "surprise"
witnesses (witnesses whose testimony is not outlined in the case materials.) Witnesses may NOT use
notes in testifying during the trial. Witnesses may NOT sit with the attorneys or communicate during
the trial, but shall stay in the courtroom at all times during the proceedings.

503. Bailiff: The Bailiff assists the judge in conducting the trial by opening court, swearing in
witnesses, and serving as timekeeper. The bailiff should have a stopwatch for timekeeping and keep a
record of the time used by each side on the official time sheet. The bailiff will indicate that a team has
2 minutes, 1 minute and no time remaining in a category by holding up a sign. IT IS THE
RESPONSIBILITY OF EACH SCHOOL TO BRING ONE PERSON TO ACT AS BAILIFF (can be a student).

504. Judges: THE DECISIONS OF THE JUDGES ARE FINAL. During the trial the judges will evaluate the
quality of a team's presentation, including the performance of ALL witnesses and attorneys. At the end
of the trial, the judges will issue a decision as to which team made the better presentation in light of all
the evidence and will discuss the case with the students if time allows. No ties will be allowed. Ballots

will be given to teams and coaches after completion of the round with the name of the judge removed.

600. Courtroom Decorum

601. Courtesy Toward Judges: All participants should rise when a judge enters or exits the courtroom.
Judges should be addressed as "Your Honor," even when making an objection. Request the court's
permission to approach a witness or the bench. Do not interrupt or argue with the judge.

602. Courtesy Toward Witnesses: Do not intimidate or insult witnesses. Avoid confusing witnesses
with verbose or convoluted questions. Do not insinuate facts which your team will not present evidence
to support. For example, do not ask an opposing witness "have you been released yet from treatment
by a psychiatrist for being a habitual liar?" unless you have evidence that this is true.



603. Courtesy Toward Attorneys: The judges may not interrupt an attorney's opening or closing
statement. Attorneys should avoid frivolous objections. Direct all your remarks to the judge or the
witness, not to opposing counsel. For example, when making an objection, say "Your Honor, | object
on the ground that...." rather than saying "Attorney Dumkoff, you know that evidence is hearsay!"

605. Personal Appearance: Personal appearance (clothing, grooming, etc.) creates an impression.
Participants, both witnesses and attorneys, should consider the impression they wish to make. Avoid
distracting habits such as gum-chewing, pencil-tapping, or nervous fidgeting.

606. No food or beverages should be brought to any courthouse.

607. Be courteous during security checks.

700. Courtroom Procedures

701. Opening Court: When the Judge enters the courtroom, the Bailiff shall open court by saying:

" All Rise. The Superior Court for the State of Connecticut is now open and in session, the Honorable
Judges presiding. All persons having due cause of action herein, draw near and give
attention according to law. You may be seated."

702. Call of the Calendar: The Judge will announce the name of the first case and ask if the parties
are ready:

"The first matter on today's docket is . Is the Plaintiff ready? (Plaintiff's attorney answers
"Ready, Your Honor"). Is the Defense ready? (Defense's attorney answers "Ready, Your Honor"). "You
may proceed."

703. Opening Statements (4 minutes per team): In the opening statement, the Plaintiff/Prosecution,
followed by the Defense, introduces the members of their teams and outlines the case as they intend to
present it; introducing a team's members; highlighting key testimony; describing the relief requested.
"Your Honor, my name is attorney for Mr./Ms. , the (Plaintiff/Defendant). My
colleagues are , , and "

704. Direct Examination by the Plaintiff/Prosecution (6 minutes per witness). Plaintiff's attorneys
conduct direct examination of their own witnesses to bring out the facts of the case.

"Your Honor, | would like to call Fran Witness to the stand." (Bailiff swears in the witness by asking the
following: "Do you solemnly swear or affirm that the testimony you may give in the cause now pending
before this Court shall be the truth, the whole truth and nothing but the truth according to the”Mock
Trial Rules?" The witness takes the oath or affirmation by saying: "I do."

705. Cross-Examination by Defense. (6 minutes per witness). After the direct examination of a witness
for the Plaintiff/Prosecution, a defense attorney cross-examines the witness in order to show the
weaknesses in his or her testimony and test the witness's credibility. You may show inconsistencies in
the witnesses' statements, bias, or try to secure admissions which help your case.



706. Redirect Examination: Following the Cross-examination, the Plaintiff/Prosecution attorney who did
the direct may ask three questions to "rehabilitate” the witness, to explain any damaging admissions,
or to reestablish the testimony. The attorney cannot ask questions about facts not already brought out
during the cross examination.

707. Re-Cross Examination: Again, the defense attorney may ask three questions to recross examine
the witness on points brought out during redirect examination.

708. Direct Examination by Defense (6 minutes per witness): After the Plaintiff's team has presented all
of its witnesses, the Defense may present its witnesses, which are examined following the same format
as Rules 705, 706 and 707 above.

709. Closing Arguments (4 minutes per team): The Defense, followed by the Plaintiff / Prosecution,
summarizes the case in the light most favorable to their respective positions, with reference to
testimony which supports their case and relevant case and statutory provisions.

710. Verdict: The Judges will retire (leave the courtroom) to review their notes and to reach a decision.
The decision of the judge Is final.






HINTS ON PREPARATION FOR A MOCK TRIAL
TOURNAMENT

The following tips have been developed from previous experiences in training a mock trial team.

All students should read the entire set of materials, and discuss the information/procedures and rules used in
the mock trial contest.

The facts of the case, witnesses' testimony, and the points for each side in the case then should be examined
and discussed. Key information should be listed on the chalkboard as discussion proceeds so that it can be
referred to at some later time.

Even though a school team has to represent only one side in the case during any single round of the
competition, all roles in the case should be assigned and practiced. This will help in practicing the case as well
as preparing for future rounds.

The credibility of the witnesses is very important to a team's presentation of its case. As a result, students
acting as witnesses need to really "get into" their roles and attempt to think like the persons they are playing.
Students who are witnesses should read over their statements (affidavits) many times and have other members
of the team or their class ask them questions about the facts until they know them "cold."

Based on the experiences obtained through several years of mock trial competitions, we have found that the
best teams generally had the students prepare their own questions, with the teacher-coach and attorney-
advisor giving the team continual feedback and assistance on the assignment as it was completed. Based on the
experience of these practice sessions, attorneys should revise their questions and witnesses should restudy the
parts of their witness statements where they are weak.

Opening statements should also be written by team members. Legal and/or non-legal language should be
avoided where its meaning is not completely understood by attorneys and witnesses.

Closing arguments should not be totally composed before the trial, as they are supposed to highlight the
important developments for the plaintiff and the defense which have occurred during the trial. The more
relaxed and informal such statements are, the more effective they are likely to be. Students should be prepared
for interruptions by judges who like to question the attorneys, especially during the closing argument.

As a team gets closer to the final round of the contest, the tournament requires that it conduct at least one
complete trial as a "dress rehearsal." All formalities should be followed and notes taken by the teacher coach
and students concerning how the team's presentation might be improved. A team's attorney advisor should be
invited to attend this session and comment on the enactment.

The ability of a team to adapt to different situations is often a key component in a mock trial enactment, since
each judge or lawyer acting as a judge, has his or her own way of doing things. Since the proceedings or
conduct of the trial often depend in no small part on the judge who presides, student attorneys and other team
members should be prepared to adapt to judicial rulings and requests.






TRIAL SETTING

Before participating in a mock trial, it is important to be familiar with the physical setting of the courtroom, as
well as the events that generally take place during the exercise and the order in which they occur. This section
outlines the usual steps in a'bench" trial- - - that is, a trial without a jury.

COURTROOM LAYOUT

JUDGE
BAILIFF WITNESS STAND
JURY BOX
DEFENDANT'S TABLE PLAINTIFF'S TABLE
== =~

AUDIENCE SEATING

PARTICIPANTS

The Judge
The Attorneys

- Plaintiff - Defendant (Civil Case) Prosecution
- Defendant (Criminal Case)

The Witnesses
- Plaintiff - Defendant (Civil Case)

- Prosecution - Defendant (Criminal Case)
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STEPS IN A MOCK TRIAL

The Opening of the Court
Either the clerk of the Court or the judge will call the Court to order.
When the judge enters, all participants should rise and remain standing until the judge is seated.

The case will be announced ... i.e.,"The Court will now hear the case of V.

The judge will then ask the attorneys for each side if they are ready.
Opening Statements

1. Plaintiff (in a civil case)
Prosecution (in a criminal case)

After introducing himself/herself and colleagues to the judge, the plaintiff's attorney in a civil
case (or prosecutor in a criminal case) summarizes the evidence which will be presented to
prove the case.

2. Defendant (in a civil or criminal case)

After introducing himself/herself and colleagues to the judge, the defendant's attorney in a civil
or criminal case, summarizes the evidence for the Court which will be presented to rebut the
case the plaintiff/prosecution has made.

Direct Examination by Plaintiff/Prosecution

The plaintiff/prosecution’'s attorneys conduct direct examination (questioning) of each of its own
witnesses. At this time, testimony and other evidence to prove the plaintff/prosecution’s case will be
presented. The purpose of direct examination is to allow the witness to narrate the facts in support of
the case.

NOTE: The attorneys for both sides, on both direct and cross examination, should remember that their
only function is to ask questions; attorneys themselves may not testify or give evidence, and they must
avoid phrasing questions in away that might violate this rule.

Cross Examination by the Defense Attorneys
After the attorney for the plaintiff/prosecution has completed questioning a witness, the judge then
allows the defense attorney to cross examine the witness. The cross examiner seeks to clarify or cast

doubt upon the testimony of the opposing witnesses. Inconsistency in stories, bias, and other damaging
facts may be pointed out to the judge through the use of effective cross examination.
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Redirect Examination by Plaintiff/Prosecution

The Plaintiff/Prosecution's attorneys may conduct redirect examination of its witnesses to clarify any
testimony that was cast in doubt or impeached during cross examination.

Recross Examination by the Defense Attorneys
The defense attorneys may recross examine the opposing witness to impeach previous testimony.

Direct Examination by Defense Attorneys
After the plantiff/prosecution has presented its case, the defense attorneys conduct direct examination
(questioning) of each of their own witnesses. At this time, testimony and other evidence to prove the
defendant's case will be presented. The purpose of direct examination is to allow the witness to narrate
the facts in support of the case.

Cross Examination by the Plaintff/Prosecution Attorneys
After the attorney for the defense has completed questioning a witness, the judge then allows the
plaintiff/prosecution attorney to cross examine the witness. The cross examiner seeks to clarify or cast
doubt upon the testimony of the opposing witnesses. Inconsistency in stories, bias, and other damaging
facts may be pointed out to the judge through the use of effective cross examination.

Redirect Examination by Defense Attorneys

The defense may conduct redirect examination of its witnesses to clarify any testimony that was cast in
doubt or impeached during cross examination.

Recross Examination by the Plaintiff/Prosecution Attorneys
The plaintiff/prosecution may recross examine the opposing witness to impeach previous testimony.
Closing Arguments for the Defense

The attorney for the defense summarizes the case in a light most favorable for their side, with
reference to testimony which supports their case, and relevant case and statutory provisions.

Closing Arguments for the Plaintiff/Prosecution

The attorney for the plaintiff/prosecution summarizes the case in a light most favorable for their side,
with reference to testimony which supports their case, and relevant case and stautory provisions.

13



Modified Rules of Evidence
and Procedure

In trials in federal and state courts in the United States, formal rules regulate the admission of and exclusion of
evidence (what evidence can and cannot be presented in court). Evidence may be testimonial (a witness'
testimony) or physical (documents, objects, photographs, etc.). The rules of evidence are designed to ensure
that both parties receive a fair trial and to exclude any evidence that is irrelevant, untrustworthy, or unduly
prejudicial.

Because of their complexity, for purposes of this mock trial competition, the rules of evidence have been
modified and simplified as follows:

l. Scope of These Rules

Rule 101: Scope. These rules govern all proceedings in Mock Trial competition. The only rules of
evidence to be considered in the competition are those included in these rules.

Rule 102: Objections. An objection which is not based upon these rules shall not be considered by
the court (the judge).

. Relevancy

Rule 201: Relevancy. Only relevant evidence is admissible. Relevant evidence is evidence (physical
or testimonial) which tends to make the existence of a fact which is important to type case more or less
probable than the fact would be without the evidence. However, relevant evidence may be excluded by
the court if it is unfairly prejudicial, may confuse the issues, or is a waste of time. Evidence which is
not relevant is not admissible.

Examples

1. Relevant evidence: In a lawsuit by Driver B for personal injuries sustained in a car accident at
an intersection, testimony that Driver A ran a red light is relevant because it tends to prove that
Driver A was at fault in causing the accident, and fault is an issue that is important to the case.

2. Relevant evidence that may be excluded because it is unfairly prejudicial: A plaintiff presents a
cola picture of himself/herself after an accident which depicts gruesome, bloody injuries.
Although the picture is relevant to show the existence and nature of the plaintiff's injuries, it
may be found to be unfairly prejudicial if it is likely to inflame feelings of anger and sympathy to
such an extent that a fair decision is jeopardized. Evidence that is extremely helpful to one side
is not the same as evidence that is unfairly prejudicial.

3. Relevant evidence that may be excluded because a waste of time: Testimony about any matter
that has already been fully presented through other evidence.

4. Irrelevant evidence: Testimony that Driver A has donated money to many charities when the
only issue in the case is who caused a car accident.
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Rule 202: Character. Evidence about the character of a party or witness, other than his/her
character for truthfulness or untruthfulness, may not be introduced. Evidence about the character of a
party for truthfulness or untruthfulness is only admissible if the party testifies.

Examples

1. Inadmissible character evidence: Testimony that a student has a reputation as a heavy drinker.
2. Admissible character evidence: Testimony by witness B that witness A has told lies on several
occasions.

Withess Examination

A. Direct Examination (attorney questions witness s/he has called to the stand)

Rule 301: Direct Examination - Form of Questions. Witnesses should be asked neutral questions

and may not be asked leading questions on direct examination. Neutral questions are open-ended
guestions that do not suggest the answer and that usually invite the witness to give a narrative
response. A leading question is one that suggests to the witness the answer desired by the examining
attorney and often suggests a "yes" or "no" answer.

Examples
1. Proper direct examination questions:
a. What did you see?
b. What happened next?
c. Were you speeding?
2. Leading questions (not permitted on direct):
a. Isn't it true that you saw the defendant run into the alley?
b. After you saw the defendant run into the alley, you called the police, correct?

Rule 302: Scope of Direct Examination. On direct examination an attorney may inquire as to any
relevant facts of which the witness has first-hand, personal knowledge.

Rule 303: Refreshing Recollection. If a witness is unable to recall information contained in his/her
witness statement or contradicts the witness statement, the attorney calling the witness may use the
witness statement to help the witness remember.

Example

Witness cannot recall what happened after the defendant ran into the alley or contradicts witness
statement on this point:

1. Mr./Ms. Witness, do you recall giving a deposition in this case?

2. Your Honor, may | approach the witness? (Permission is granted.) I'd like to show you a portion
of the summary of your deposition, and ask you to review the first two paragraphs on page
three.
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3. Having had an opportunity to review your statement, do you now recall what happened after
the defendant ran into the alley?

B. Cross Examination (attorney questions witness called by other side following the direct
examination)

Rule 304: Cross-Examination - Form or Questions. An attorney should usually, if not always, ask

leading questions when cross-examining the opponent's witnesses. Open-ended questions tending to
evoke a narrative answer, such as "why" or "explain" should be avoided. (Leading questions are not
permitted on direct examination because it is thought to be unfair for an attorney to suggest answers to
a witness whose testimony is already considered to favor that attorney's side of the case. Leading
guestions are encouraged on cross-examination because witnesses called by the opposing side may be
reluctant to admit facts that favor the cross-examining attorney's side of the case.) However, it is not a
violation of this rule to ask a non-leading question on cross-examination.

Examples
1. Good leading cross-examination question.:

Isn't it true that it was almost completely dark outside when you say you saw the defendant
run into' the alley?

2. Poor cross-examination question:
How dark was it outside when you saw the defendant run into the alley?
Rule 305: Scope of Cross-Examination. Attorneys may only ask questions that relate to matters

brought out during direct examination or to matters relating to the witness' credibility or believability.
The presiding judge may allow an attorney to expand the scope of cross-examination.

Rule 306: Impeachment. On cross-examination the cross-examining attorney may impeach the
witness. Impeachment is a cross-examination technique used to demonstrate that the witness should
not be believed. Impeachment is accomplished by asking questions which demonstrate either (1) that
the witness has now changed his/her story from statements or testimony given by the witness prior to
the trial, or (2) that the witness' trial testimony should not be believed because the witness is a
dishonest and untruthful person.

Impeachment differs from the refreshing recollection technique. Refreshing recollection is used during
direct examination to steer a favorable, but forgetful, witness back onto the beaten path.
Impeachment is a cross-examination technique used to discredit a witness' testimony.

Example
1. Impeachment with prior insistent statement:
Attorney: Mr. Jones, you testified on direct that you saw the two cars before they actually
collided, correct?
Witness: Yes.
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Attorney: You gave a deposition in this case a few months ago, correct?

Witness: Yes.

Attorney: Before you gave that deposition you were sworn by the court reporter to tell
the truth, weren't you?

Witness: Yes.

Attorney: Mr. Jones, in your deposition, you testified that the first thing that drew your
attention to the collision was when you heard a loud crash, isn't that true?

Witness: I don't remember ever saying that.'

Attorney: Your Honor, may | approach the witness? (Permission is granted.) Mr. Jones,

I'm handing you the summary of your deposition and I'll ask you to read along
as | read the second full paragraph on page two, "l heard a loud crash and |
looked over and saw that he two cars had just collided. This was the first time |
actually saw the two cars.” Did | read that correctly?

Witness: Yes.
Attorney: Thank you Mr. Jones. No further questions, Your Honor.
2. Impeachment with prior dishonest conduct:
Attorney: Student X, isn't it true that last fall you were suspended from school for three
days for cheating on a test?
Witness: Yes.

Rule 307: Impeachment by Evidence of a Criminal Conviction. For the purpose of attacking the
credibility of a witness, evidence that he/she has been convicted of a crime shall be admitted, but only

if the crime was a felony or involved moral turpitude, regardless of punishment, and the court
determines that the value of this evidence as reliable proof outweighs its prejudicial effect to a party.

Example
Attorney: Is it true that you have been convicted of assault?
C. Redirect Examination (questions asked after the cross-examination, by the attorney who

called the witness)

Rule 308: Redirect Examination. After cross-examination, up to three, but no more than three
additional questions may be asked by the direct examining attorney, but such questions are limited to
matters raised by the opposing attorney on cross-examination. Just as on direct examination, leading
guestions are not permitted on redirect.

Comment: 1f the credibility or reputation for truthfulness of the witness has been attacked successfully
on cross-examination, the attorney whose witness has been damaged may wish to ask questions on
redirect which will allow the witness to "rehabilitate” himself~herself (save the witness' truth-telling
image). Redirect examination may also be used to strengthen a positive fact that was weakened by the
cross-examination. Redirect examination is not mandatory. A good rule to follow is: if it isn't broken,
don't fix it.
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Examples

1. Cross-Examination of physician called by prosecution in murder case:

Attorney:

Doctor, you testified on direct that the decedent died of arsenic Witness:
poisoning, correct?

Attorney: Isn't it true that you have a deposition in which you testified that ou did not
know the cause of death?

Witness: Yes, that's true.

Redirect:

Attorney: Doctor, why did you testify in your deposition that you did of know the
decedent's cause of death?

Witness: I had not yet received all of the test results which allowed me to conclude that
the decedent died of arsenic poisoning.

2. Cross Examination.

Attorney: Doctor, isn't it true that the result of test X points away from a finding of
arsenic poisoning?

Witness: Yes.

Redirect:

Attorney: Doctor, why did you conclude that the decedent died of arsenic poisoning even
though test X pointed away from arsenic poisoning?

Witness: Because all of the other test results so overwhelmingly pointed toward arsenic

poisoning, and because test X isn't always reliable.

Comment: Neither one of these redirect examinations should have been conducted unless the attorney
had a fairly good idea of what the witness' response would be. As a general rule, it is not advisable to
ask a question if you have no idea what the answer will be.

D. Recross-Examination (questions asked by the cross-examining attorney after redirect)

Rule 309: Recross-Examination. After redirect, up to three, but no more than three, additional

guestions may be asked by the cross-examining attorney, but such questions are limited to matters
raised on redirect examination. Recross is not mandatory and should not be used simply to repeat
points that have already been made.

Example

Assume the cross-examination and redirect examination set forth in the example under Rule
308 above have occurred. A good Rcoss-examination would be the following:

Attorney:

Witness:

Doctor, isn't it true that when you gave your deposition you had received all of
the test results except the result of text X?
Yes, that's true.

18



Comment The cross-examining attorney would then argue in closing argument that the doctor testified
in his deposition that he did not know the cause of death at the time of his deposition and that the only
test result received after the deposition was text X, which pointed away from arsenic poisoning.

V. Hearsay

A. The Rule

Rule 401: Hearsay. Any evidence of a statement made out of court by someone other than the
witness testifying, which is offered to prove the truth of the matter asserted in the out-of-court
statement; is hearsay and is not admissible.

Example

1. Witness X testifies that "Mrs. Smith said that the decedent's wife had a bottle of arsenic in her
medicine cabinet." This testimony is inadmissible if offered to prove that the deceased's wife
had a bottle of arsenic in her medicine cabinet, since it is being offered to prove the truth of the
matter asserted in the out-of-court statement by Mrs. Smith. If, however, the testimony is
offered to prove that Mrs. Smith can speak English, then the testimony is not hearsay because
it is not offered to prove the truth of the matter asserted in the out-of-court statement.
However, the testimony is only admissible if Mrs. Smith's ability to speak English is relevant to
the case.

Comment: Why should the complicated and confusing condition be added that the out-of-court
statement is only hearsay when "offered for the truth of the matter asserted"? The answer is that
hearsay is considered untrustworthy because the speaker of the out-of-court statement has not been
placed under oath and' cannot be cross-examined concerning the statement or concerning his/her
credibility. In the previous example, Mrs. Smith cannot be cross-examined concerning her statement
that the decedent's wife had a bottle of arsenic in her medicine cabinet, since witness X, and not Mrs.
Smith has been called to give this testimony. However, witness X has been placed under oath and can
be cross-examined about whether Mrs. Smith actually made this statement, thus demonstrating that
she could speak English. When offered to prove that Mrs. Smith could speak English, witness X's
testimony about her out-of-court statement is not hearsay.

B. Exceptions to Hearsay Rule

Rule 402: Hearsay Exceptions. The following, which would otherwise fall within the definition of
hearsay, are not excluded from evidence by the hearsay rule:

Admission Against Interest. Hearsay is admissible if the out-of-court statement was made by a party in
the case and contains evidence which goes against that party's side. Admissions against
interest are permitted because they are thought to be more trustworthy than other hearsay,
since people generally do not make statements that are against their own interest, unless they
are true.

Examples

1. Witness X testifies that the defendant said she killed her husband.

2. Witness X testifies that after the accident, the plaintiff said he ran the red light.
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Excited Utterance. A statement relating to a startling event or condition made out of court by someone
other than the witness testifying, which was made under the stress of excitement caused by
the event or condition.

Example
1. Witness X testifies that Mrs. Smith opened the medicine cabinet and said, "Oh my
God!"

Statements for Purposes of Medical or Psychological Diagnosis or Treatment. A statement made to a
physician or psychological counselor that assists the physician or counselor in arriving at a
diagnosis or conclusion about the patient's condition and/or that assists the physician or
counselor in prescribing a course of treatment for the patient.

Example

1. Patient tells physician that he has had stomach pain for three days. The physician may
testify that this is what the patient said.

State of Mind. A judge may admit hearsay evidence if a person's state of mind is an important part of
the case and the hearsay consists of evidence of what someone said which described that
particular person's state of mind.

Opinion Testimony

Rule 501: Opinion Testimony by Non-Experts. For mock trial purposes, most witnesses are non-
experts. If a witness is to testifying as an expert, the witness' testimony in the form of opinions is
limited to opinions which are rationally based on what the witness saw or heard and which are helpful
in explaining the witness' testimony. Non-experts (lay witnesses) are considered qualified to reach
certain types of conclusions or opinions based on what they see or hear. Generally, lay witnesses may
give opinions about matters which do not require experience or knowledge beyond that of the average
lay person. Note, however, that the opinion must be rationally based on what the witness saw or heard
and must be helpful in understanding the witness' testimony.

Examples

1. Witness X, a non-expert, may testify that the defendant appeared to be under the influence of
alcohol. However, it must be shown that this opinion is rationally based on witness X's
observations by bringing out the facts underlying the opinion, e.g., the defendant was
stumbling; his breath smelled of alcohol; his speech was slurred. If witness X thinks the
defendant was under the influence because he had a strange look in his eye, then the opinion
should not be permitted since it is not rational.

2. Witness X, a non-expert, may not testify that in his opinion the decedent died of arsenic
poisoning, since this is not a matter that is within the general knowledge of lay persons. Only
an expert, such as a forensic pathologist, is qualified to render such an opinion.
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VI.

VII.

Rule 502: Opinion Testimony by Experts. Only persons who are shown to be experts at trial may
give opinions on questions that require special knowledge beyond that of ordinary lay persons. An
expert must be qualified by the attorney for the party for whom the expert is testifying. This means
that before the expert witness can be asked for an expert opinion, the questioning attorney must bring
out the expert's qualifications and experience. This is usually accomplished by asking the expert
himself/herself about his/her background, training and experience.

Example
Attorney: Doctor, please tell the jurors about your educational background.
Witness: | attended Harvard College and Harvard Medical School.
Attorney: Do you practice in any particular area of medicine?
Witness: I am a board-certified forensic pathologist. | have been a forensic pathologist

for 28 years.

Physical Evidence

Rule 601: Introduction of Physical Evidence. Physical evidence (objects) must be relevant and
authentic (shown to be what they appear to be) in order to be admissible. For mock trial purposes, all:
exhibits contained in the case materials have already been stipulated as admissible evidence and should
not be altered to give either side an unfair advantage. This means that both sides have agreed that all
exhibits are admissible. Therefore, it is not necessary to demonstrate through a witness' testimony that
an exhibit is relevant or that it is authentic, nor is it necessary to seek a ruling from the court that the
physical evidence is admissible. Exhibits are generally presented to the court through witness
testimony.

Example

Attorney: Your honor, may we please have this marked as Plaintiff's Exhibit 1 (or
Defendants Exhibit A)? (Exhibit is marked.) Let the record reflect that | am
showing Plaintiff's Exhibit 1 (or Defendant's Exhibit A) to opposing counsel.
(Exhibit is shown to opposing counsel.)
Your Honor, may | approach the witness?

The Court: You may.

Attorney: Witness X, I'm showing you what has been marked as Plaintiff's Exhibit 1. Do
you recognize that exhibit?

Witness: Yes.

Attorney: Could you explain for the Court what that is?

Witness: It's a picture | took of the accident scene. (At this point, the attorney may ask

the witness any additional relevant questions about the exhibit, and then give it
to the judge).

Invention of Facts and Extrapolation (special rules for Mock Trial competition)

The object of these rules is to prevent a team from "creating” facts not in the material to gain an unfair
advantage over the opposing team.
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VIII.

I1X.

Rule 701: Invention of Facts - Direct Examination. On direct examination the witness is limited
to the facts given in the case materials. If the witness goes beyond the facts given (adds new facts or
speculates about facts), the testimony may be objected to by opposing counsel as speculation or as
invention of facts outside the case materials. If a witness testifies /n contradiction of a fact given in the
witness statement, opposing counsel should impeach witness' testimony during cross-examination.

Rule 702: Invention of Facts - Cross-Examination. If on cross-examination a witness is asked a
question, the answer to which is not contained in the facts given, the witness may respond with any
answer, so long as it is responsive to the question, does not contain unnecessary elaboration beyond
the scope of the witness statement, and does not contradict the witness statement. An answer which is
unresponsive or unnecessarily elaborate may be objected to by the cross-examining attorney. An
answer which is contrary to the witness statement may be impeached by the cross-examining attorney.

Additional Rules of Evidence

Rule 801: Non-Responsive Answer. A witness' answer is objectionable if it fails to respond to the
guestion asked.

Example
Attorney: Isn't it true that you hit student B?
Witness: Student B hit me first. S/he was asking for it, acting like a jerk and humiliating
me in front of all my friends.
Attorney: Your Honor, | move to strike the witness' answer as non-responsive and ask

that s/he be instructed to answer the question asked. (Another option is to
impeach the witness with prior testimony if s/he testified in his/her deposition
that s/he hit student B).

Rule 802: Lack of Personal Knowledge. A witness may not testify on any matter of which the
witness has no personal know edge. Personal knowledge means what the witness did, said, saw,
heard, or otherwise perceived.

Example

1. If Witness X did not personally see arsenic in the medicine cabinet of the decedent's wife, he cannot
testify that she had arsenic in her medicine cabinet. (This testimony would be based on his assumption
from other facts, based on speculation, or based on what someone else told him, and not upon his own
personal observations).

Procedural Rules

Rule 901: Procedure or Objections. An attorney may object if s/he believes that the opposing
attorney is attempting to introduce improper evidence or is violating the modified rules of evidence.
The attorney wishing to object should stand up and object at the time of the claimed violation. The
attorney should state the reason for the objection. It is not necessary to cite by rule number the
specific rule of evidence that has been violated. (Note: Only the attorney who questions a witness may
object to the questions posed to that witness by opposing counsel.) The attorney who asked the
guestion may then make a statement about why the question is proper. The judge will then decide
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whether a question or answer must be discarded because it has violated a modified rule of evidence
("objection sustained"), or whether to allow the question or answer to remain in the trial record
("objection overruled™). Objections should be made as soon as possible; however, an attorney is
allowed to finish his/her question before an objection is made. Judges may make rulings that seem
wrong to you. Also, different judges may rule differently on the same objection. Always accept the
judge's ruling graciously and courteously. Do not argue the point further after a ruling has been made.

The following are examples of common objections. (This is not a complete list. Any objection properly
based on these modified rules of evidence is permitted):

A. Irrelevant evidence: "Objection. This testimony is irrelevant."”

B. Irrelevant evidence that should be excluded: "Objection. This evidence is unfairly prejudicial (or
a waste of time) and should be excluded because

C. Leading question: "Objection. Counsel is leading the witness." (Remember, leading is only
objectionable when done on director or redirect examination.)

D. Improper character testimony: "Objection. This is testimony about character that does not
relate to truthfulness or untruthfulness.”

E. Beyond the scope of direct, cross or redirect: "Objection. Counsel is asking the witness about
matters that were not raised during the direct (or cross or redirect) examination."

F. Hearsay: "Objection. Counsel's question calls for hearsay." If a hearsay response could not be
anticipated from the question, or if a hearsay response is given before the attorney has a
chance to object, the attorney should say, "l ask that the witness' answer be stricken from the
record on the basis of hearsay."

G. Improper opinion: "Objection. Counsel is asking the witness to give an expert opinion, and this
witness has not been qualified as an expert.” OR, "Objection. Counsel's question calls for an
opinion which would not be helpful to understanding the witness testimony (or which' is not
rationally based upon what the witness perceived)."

H. Invention of facts: "Your Honor, we object on the basis that opposing counsel's question seeks
evidence that is outside the record in this case. Witness X has never given testimony in this
case concerning. . ." If the witness gives testimony on direct that is beyond the scope of the

materials, the cross-examining attorney should say "move to strike the testimony concerning...
as beyond the scope of the case materials."

I Lack of personal knowledge: "Objection. The witness has no personal knowledge that would
allow him to answer this question."

Rule 902: Motions to Dismiss. Motions for directed verdict or dismissal of the case are not
permitted.

Rule 903: Closing Arguments. Closing arguments must be based on the evidence and testimony
presented during the trial.
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State of New Justicev. Don/Dawn L oder

Statement of Facts

The animal cages at the New Justice Zoological Park are controlled by computer. On the night
of July 22, 2002 and into the early morning hours of July 23, 2002, the cages at the New Justice
Zoological Park were opened by computer hacking. Animals escaped and caused damage. Monkeys
took peopl€’'s caps, bears stole a picnic basket and a leopard mauled a zoo security guard named Dil
Bert. All animalswere recaptured. Someone had called the zoo and |eft a voice mail message on July
22, 2002 that said “Watch out for hackers.” Someone also called 911 dispatch to report a possible
hacking into the zoo computers. Thereisatranscript of the 911 call in the exhibits. Del/Della
Gateway, Billy/Billie G. and Don/Dawn Loder are al students at Concord High School. Del/Della and
Billy/Billie admitted to a contest in computer hacking and Billy/Billie G. admitted to opening cages.
All three youths were arrested and charged with computer crimes and criminal conspiracy. Del/Della
Gateway plead guilty to both charges are received 200 hours of community service. Billy/Billie G.
was adjudicated as aminor, being 14 at the time and his records are therefore sealed. Loder’s
computer was at Nedry’s Computer Cornucopiafor repair and therefore Loder is only charged with

criminal conspiracy as he is not accused of doing any direct hacking.

Criminal Char ges:
RSA 629:3 Conspiracy

The defendant has been charged with the crime of computer conspiracy. A person is guilty of

conspiracy if, with a purpose that a crime be committed, he or she agrees with one or more other
people to commit or cause the commission of acrime. An overt activity in furtherance of the
conspiracy must be committed by a member of the conspiracy.

The defendant is charged with a computer related offense of conspiracy. The definition of the
crime of computer related offenses has three parts. The State must prove:
1. That the conspirator(s) accessed or caused to be accessed a computer system, or
2. That the conspirator(s) interrupted computer services by disrupting or degrading or causing the
denial of computer services to an authorized use of the system.
3. That the conspirator(s) acted knowingly.
4. That the conspirator(s) was not authorized to access, disrupt or degrade the computer system.
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Affirmative Defense
It is an affirmative defense to conspiracy if the party renounces his or her criminal purpose by giving
timely notice to alaw-enforcement officia of the conspiracy and of the party’ s part in it or by the
party’ s conduct which is designated to prevent the commission of the crime that the conspirators

agreed upon.
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List of Witnesses;

Prosecution Defense

Sgt. C. D. Rom Don/Dawn Loder

Del/Della Gateway Dr. Sy/Sybil Burr, Phd

Maurice/Maureen Demm Billy/Billie G.
Stipulations

Both parties agree to the following:
1. Witness statements are sworn and notarized. They may be used for impeachment and may not be
admitted into evidence.
2. Thetranscript of the 911 call is authentic and admissible.
3. Sgt. C.D. Rom and Dr. Sy/Sybil Burr are qualified as experts in computer hacking and computer
related crimes.
4. Thefactsin the statement of facts are stipulated.
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Affidavit of Sgt. C.D. Rom

My nameis C.D. Rom. | am a sergeant with the Concord Police Department. | have been a

police officer for 14 years, all in Concord. | have been a sergeant for 4 years. | am sort of
the department’ s computer specialist, though | have no formal title like that. But | usually
get cases that call for computer expertise or reconstructing hard drive data and things like
that handed to me.
| first became involved in this early on the morning of July 23, 2002. It seems that some
cages at the zoo had been opened and the animals had escaped and caused all sorts of
trouble. Some monkeys were taking neighbor’ s caps and wearing them up in atree. Two
bears stole someone’ s picnic basket out in White's Park. But the worst thing isthat a

. leopard got out and mauled a zoo security guard, Dil Bert. Then, al the animals were

. recaptured without further problem. The department called mein since it seemed like the

. cages were opened remotely by computer hacking. It sounded to me like the work of some

. pranksters, probably kids who just used terrible judgment.

. First, | investigated at the zoo. No one on duty had opened the cages. In addition, the

. security director Mo Demm played me a voice mail message of some kid saying, “Watch

. out for hackers.” There was no name on it, but the zoo has caller 1.D. and so their records

. had the telephone number of the call. | called back to the station to get an address, and the

. digpatcher said that he had taken a weird message sort of like that last night, which he had

. disregarded, thinking it was just some crank call. We have been getting many weird calls

. trying to make jokes about the zoo. When he went back and looked it up, he saw that it

. was the same number. Both calls were made from the telephone at 486 Silicon Highway.

. | got there at 10:32 am and rang the bell. Mr. and Mrs. Loder let mein. When | explained

. to them what was going on, they immediately shouted for Don/Dawn to get down there

. right away. | talked to the teen and found out this was the result of some sort of contest

. involving Loder, Del/Della Gateway, and Billy/Billie G., two other teen friends. It

. seemsthey were all trying to see who could do the best job hacking into the zoo computer.

. | left to talk with Gateway and Billy/Billie G. Billy/Billie confirmed the contest and

. admitted that s/he had been the one to open the leopard cage. Poor kid was terrified, only
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being 14, and | doubt s/he really had a sense of what was going on when g'he did it.
Gateway also spoke of the contest but indicated that Loder had been the one to teach them
to hack and had egged the othersto try it.

| returned to the station and talked with my superiors. We decided to arrest all three teens
for violating RSA 629:3 and RSA 638:17 which are New Justice’ s computer crime and

. criminal conspiracy statutes. Given that there was an agreement between the three parties
and that the overt activity of accessing the zoo's computers did occur on the night on July
22" | have no doubt that charging them with criminal conspiracy was fully appropriate. |
obtained search warrants to impound and search all three teen’s computers.

Upon further investigation, | confirmed that both Del/Della Gateway and Billy/Billie G.
had directly accessed the zoo’ s computers without permission and had opened the cages,
which resulted in the problems. Conversations with Dorothy Komm of Nedry’s Computer
Cornucopia confirmed that Loder’s computer had been in for repair on July 22 and so
could not have been used for any hacking that night.

. Subsequently, the charge of violating RSA 638:17 was dropped against the defendant

. Loder, though the charge of criminal conspiracy remained. Defendant Gateway cooperated
fully with the police and the county attorney’s office, agreed to plead guilty to both
charges, and has been sentenced to 200 hours of community service. Defendant Billy/
Billie G. is being adjudicated as aminor, and so | am not at liberty to discuss details of
that case.

Under interrogation, Gateway acknowledged opening the monkey cage and the bear cage.
He seemed sincerely remorseful that had been trouble. He wanted to cooperate fully, and
told us about alot of hacking that Loder had done over the years. Loder apparently taught
the othersto hack and set up thiswhole contest idea. Loder was the only one of the three
defendants with significant computer hacking knowledge and experience. The others had

. only taken afew courses at school and had only had Internet access for about a month
each. Gateway insisted that this would have never been possible without Loder. Based on
the great difference in computer hacking knowledge, | concluded that this was accurate.
Gateway also stated that Loder was still dispensing hacking advice as early as the morning
July 22" by telephone. Telephone records confirm a conversation that morning between
Gateway and Loder.

| know under RSA 638:17, it is an affirmative defense to the charge of conspiracy that the

. party renounces the criminal activity and informs law enforcement officials of the
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62.
63.

65.
606.

conspiracy or attempts to prevent the commission of the crime. However, this does not
apply to Loder. | have studied and authenticated the transcript of Loder’s 911 call to the
Concord Police Department. To this day, s’/he has not even really acknowledged the
conspiracy. In addition, hig’her pitiful attemptsto call people most certainly were not
serious attempts to stop the commission of the crime.

/s

Sgt. C.D. Rom

State of New Justice

Subscribed and sworn to, before me, the undersigned officer, by Sgt. C.D. Rom on this
___day of 200

Notary Public
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Affidavit of Del(Della) Gateway
My nameis Del/Della Gateway. |1 live at 58 Hard Drive, Concord, New Justice.

| am 17, and am a senior at Concord High School. | have been interested in
computers since junior high school. Loder and | were best friends since the
seventh grade. We did everything together. We once planned to open our own
business together.

At the end of the last school year, we had a discussion about computer security
systemsin class. Loder told me, “There is no security system that is safe from
hacking. I'll talk to you at lunch.” At lunch, he told Billy/Billie and me that he
had become interested in hacking afew years ago and had been able to access
severa computer systems. He told us he once got into the Fenway computer
during agame and put “Way to Go” on the scoreboard. Another time, he got
into the Concord Police computers and shut off the automatic lawn sprinklers.
Hetold us he even got into the Concord High School computers and put
Snoopy in as a new faculty member. Billy/Billie and | were interested so we
asked how and he told us he would show us.

At the beginning of last summer, Loder showed us the basics of getting into
computers. My parents had gotten me Internet service sometimein April. | had
not done much on the Internet before. |1 tried doing some hacking at the end of
June. | was having difficulty getting past the log on prompt screen. Loder told
me of hacker web sites, which allow downloading of random access generator
programs, and | was then able to get into various systems using Root |og-ons.
By the middle of July, we knew that the new zoo was going to open. We heard
that the locks and food supplies on the cages of alot of animals would be
controlled by computers. Loder issued a dare and said that when the computers
were operating, we should see who could get in the quickest. We chose July
22, 2002, after 6 pm to start the contest. We had already had a couple of
competitions to see who was the quickest hacker. Ordinarily, we would just go
into the system and get out. The ideawas to see if we could do it, not to cause

any damage. One of the tricks Loder told us other hackers pulled to win these

competitions was to call up and call the whole bet off. | didn’'t get a phone call
from Loder that night, and even if | did, | would have just thought he was
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32. joking.
33.  OnJduly 22, | logged onto my computer at about 5:30 pm. | started trying to get

34. into the zoo computer system and was able to get into the system through their
35. website at about 10:45 pm. When | did, | located the master security system,
36. identified cage control programming, and generated a hard lock override. | did
37. not know which cages | was affecting.

38.  Thenext day, Officer C.D. Rom came to my house and told me about what has
39. happened at the zoo. | have been fully cooperating with Officer Rom and the
40. District Attorney’ s office.
41.  Theabove statement is true and accurate to the best of my knowledge and
42, belief.

/s

Del/Della Gateway
State of New Justice

Subscribed and sworn to, before me, the undersigned officer, by, Del/Della Gateway on this
___dayof , 2002.

Notary Public
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Affidavit of Maurice (Maureen) Demm

[ —

. 1, Maurice/Maureen Demm, being duly sworn, do hereby depose and say:
2. My nameis Mo Demm. | live at 123 Lanway, Concord, New Justice. | am
5. employed by the New Justice Zoological Park. | am the park’s computer specialist. | am
6. personally familiar with the facts of the case.
7. InJanuary 2002, the Park hired meto install its computer systems and act asthe MIS
8. director once the Park opened in July, 2002.
9. The Park used a Compaqg 5000 server with a Linux operating system using C++
10. programming language. We designed our system to allow certain cages to be controlled by
11. computer. From our main office, we can address animal dietary needs, control
12. temperatures and humidity in their cages, and open cage doors. Thisis state of the art
13. technology for zoological parks, allowing greater efficiency for the Park, better care for the
14. animals, and park safety.
15. By the end of June 2002, all systems necessary to open to the public were ready. | had
16. afew more systemsto install, but | gave the green light to Park management that we could
17. open.
18. After the Park had been open for afew weeks, | received acall very early on July 23,
19. 2002 from the Concord Police Department. | was told there was a problem at the Park. |
20. rushed over to the Park and found animals running loose, the Park in complete disarray,
21. and the Park’s night security, Dil Bert, had been attacked.
22. Upon accessing our computers, it was immediately obvious that we had been hacked in
23. theearly evening of July 22, 2002. The young people subject to investigation improperly
24. accessed our system through the Park’ s web site, and opened certain animal cages.
25. | aso found that we received a voice mail message shortly after we closed on July 22, 2002.
26. It was vague and incoherent and was actually received after the damage was done.
25. Further, your affidavit sayeth not. /s
Maurice/Maureen Demm
State of New Justice
Subscribed and sworn to, before me, the undersigned officer, by Maurice/Maureen Demm on
this day of , 200

Notary Public
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Affidavit of Don/Dawn L oder

. My nameis Don/Dawn Loder. | live at 486 Silicon Highway, Concord, New Justice. | am

17 years old and going into my senior year in high school. Thisisthefirst time| have ever
been in trouble with the police. Thisall seemsto me to be some sort of giant
misunderstanding.

I’ ve been pretty into computers since | was about 13 years old. I’ ve taken every computer
class my school offersand | spend a couple of hours aday on the Internet or playing
games. My parents complain that | spend so much time alone on the computer that I’ ve
replaced my rea lifewith a“virtual life.” But | think they’ re just worrying about nothing.

Thiswhole problem started when | was with Del/Della Gateway and Billy/Billie G., a
couple of friends. Del/Dellais aclassmate of mine at school. Billy/Billieisjust alittle
neighbor twerp who’s always hanging around us. | can’t seem to get rid of him/her, no
matter how much | ignore him/her. Billy/Billie lives just around the corner from me.
WEéll, last July one day, Del/Dellawas really bugging me to teach them how to hack. | told
them a bit about hacking and how to download programs for cracking passwords and stuff.
| showed them some websites that alot of hackers | know of visit to stay current on what’s
out there. | even demonstrated how to hack into a site, though once | cracked the
password, | just logged off and didn’t do anything.

Billy/Billie kept bugging me about what hackers do once they know how. | explained to
both of them that some hackers are crooks who steal credit card numbers and software and
stuff, and others are just out for fun—for the thrill of doing something just because they
can. These hackers usually fix things and get out—just as long as they did something
someone el se can see to acknowledge their skills.

After that, Del/Della kept suggesting we have a contest, to see which of us could do the best
job hacking in. Del/Della suggested we try the New Justice Zoological Park, sinceit had
been in the news so much. S/He said we all had to do it the same night so it would be fair
and picked July 22 starting at 6:00pm since it was about aweek away. S/He said that
would leave alittle time to practice. Billy/Billie liked theidea, but | wasn't redly
interested, but Del/Dellawouldn’t giveit up. | finally said, “yeah, whatever” just to end
the conversation which was making me uncomfortable.

Two days later, my computer crashed. | wasreally bummed, sinceit was only about 8
months old. 1 took it back where | bought it, Nedry’s Computer Cornucopia. The
customer service representative, Dorothy Komm, said it was a defective motherboard, and
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33. it would take aweek to fix it! What a bad break!
34. | didn’t give the hacking thing another thought until the morning of the 22™. Del/Della
35. called me at about 9:00 am with some stupid hacking question. | guess | answered
36. him/her. | don't even realy know. | was half-asleep. | don’t usually get up ‘til around
37. 11:00 during the summer. But later that day, it occurred to me he must be serious about
38. that hacking thing. | thought it was all just abigjoke. Del/Dellalikesto try to impress
39. people with how he/she talks, but he’ s/she’ s usually all talk and no action.
40. Around 6:00 pm | started to worry that we could really get into alot of trouble. | called the
41. zoo security office, but there was no one there, so | left avoice mail message. | thought
42. that might not be good enough, so | called the Concord Police Department, but the
43. dispatcher there seemed clueless, too. | think he was mad because | wouldn't leave a name
44. or number. But | definitely told him that he should warn the zoo about potential hackers!
45. Then | caled Billy/Billie and Del/Della and told them to just forget the whole thing.
46. | thought that was the end of it. | never even tried to get into the zoo computer. But on the
47. morning of the 23", the cops show up at my door and start hassling me. They got me out
48. of bed, too, and | wasreally out of it. But | told them all about Del/Della and Billy/Billie
49. and the phone calls. They kept screaming about monkeys and bears and |eopards getting
50. out. | didn't know what it was all about. They left, and about an hour later they came back
51. and placed me under arrest. They showed me awarrant to take my computer, and | told
52. them | didn’'t even haveit.
53. | wasreally scared! 1I’'m an honor student, and nothing like this has ever happened to me! |
54. tried to tell them everything | knew, but | couldn’t even think straight. | can’'t believe
55. they're putting me on trial when | didn’t even hack the zoo computer!

/s Don/Dawn Loder
State of New Justice

Subscribed and sworn to, before me, the undersigned officer, by Don/Dawn Loder on
this day of 200

Notary Public
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Affidavit of Dr. Sy/Sybil Burr, Ph.D.

Thank you for the opportunity to review the above matter and provide my expert opinion on
the case. | have reviewed the statements of the investigating officer and the witnesses. |
have also discussed this matter with the three young people involved. It is my professional
opinion that Mr./Ms. Loder did not conspire to access the New Justice Zoological Park’s
(NJZP) computers.

Unauthorized computer access, commonly known as hacking, is a solitary event. Although
| know friends often conduct hacking contests, and there are hacking websites, by its very
nature hacking is an individual effort by one person working on their own computer. Itis
not agroup effort. In my years of experience, | have found hackers to be loners and often
10. introverts, who do not seek the company of others. Mr./Ms. Loder does not fit the typical
11. hacker profile.

12. | also note that at the time of the access the NJZP' s computer system did not have any
13. computer security installed. Thisisinexcusable. Further, NJZP used a Linux operating
14. system (afreeware version of UNIX), which isfamous for poor security features. NJZP
15. compounded the problems by using C++, the most common programming language used
16. for UNIX and Linux, and well known to anyone with any decent programming skills.

17. Findlly, | note that NJZP s website dedicated a page to its state of the art technology,

18. including computer controlled animal care. The NJZP invited trouble through its own
19. neglect.

20. Asyou know, | have been in the computer industry for about 30 years. | have worked MIS

21. and SAP for defense contractors and have specialized my efforts on computer security. |

22. am acontributing editor to Computer Times. | currently consult with the FBI on terrorist

23. computer technology. | hold a BA in Communications from the University of Washington

24. and aMasters and Doctorate in Computer Science from MIT.

25. My fees are asfollows: $2,500 for this report; $5,000 per one half day of testimony, plus

26. all expenses, first class. Thank you again for the opportunity to assist your client.

/s

©COoONO~WNE

Dr. Sy/Sybil Burr, Phd
State of New Justice

Subscribed and sworn to, before me, the undersigned officer, by Sy/Sybil Burr, Phd on
this day of 200

Notary Public
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Affidavit of Billy (Billie) G.
My name is Billy/Billie G. I live at 488 Silicon Highway, Concord, New Justice. | am 14

and | go to Concord High. | have been interested in computers since | was akid. Loder is
my next door neighbor. He and | have been friends since he moved in 8 years ago.
Computers are our hobby and we e-mail each other all the time.

Del/Della Gateway isasenior at Concord High. Heisaloser. Loder is considered the
coolest in school when it comes to computers. Del/Della hastried to hang around him for
years. He/She stuck to him/her like Velcro. | guess you could say Del/Dellaidolized
Loder, they did everything together—Del/Della made sure of it. Thetruth is Del/Dellajust
isn’t that good on computers. He/She thinks he/she’s a hot shot, but he/she has trouble
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. with Windows.
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. I wasin the advanced computer classlast year with Loder and Del/Della. At the end of the
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. year, our teacher, Mrs. McNamaratold us about computer security systems, the growing
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. problem of hacking and the need to program in order to avoid hacking. Loder winked at
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. me. | knew he had hacked for severa years. During lunch, he started recounting some of
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. hisfavorite hacking experiences. DelDellagot all excited and couldn’t wait to learn more.
. After school, Del/Dellatrailed Loder to his house and begged him/her to show Del/Della
. how to hack. All | remember is Loder showing us the best hacking web sites. My mom
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. had finally allowed me Internet access at homein May, but | had used it on adaily basis at
19. school.

20. We dll did alittle bit of independent hacking. When the zoo was about to open, we learned
21. that it was going to have a computerized security. We got together and thought it would be
22. funto try and crack the system. Something happened between Loder and Del/Della some
23. time after. | am not certain, but | think it was a girl(boy) friend problem. Del/Dellareally
24. held agrudge against Loder and couldn’t stand him/her.

25. On July 22, | got on the computer at about 5:45. About 15 minutes later, my Mom said

26. Loder was on the phone. | told him/her | was busy on the computer, and | would get back
27. to him. | made my way into the system around 10:30 that night. | saw what was there, and
28. | got off. | didn’t think that | hit anything on my way out. Ordinarily, hackers do

29. something to let other hackers know someone had been there. Thistimel just didn’t feel
30. comfortable leaving amessage. Hacking is exciting, but if you start changing things, you
31. can cause some big problems for yourself and others. | like the guerrilla method—get in
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32. and get out—it’sthe one Loder always told usto use. Thisway there wouldn’t be much
33. that would happen to others.
34. The next day, Officer C.D. Rom came to my house and asked what happened. | told him
35. what | am stating here. He told me | had opened the leopard cages. | was so scared. | feel
36. so badly about the person who got hurt.
37. I’ stypical of Del/Dellato try to take the blame off himself/herself and put it on Loder.
38. Evenin school, when he getsin trouble, he makes sure he implicates enough other people
39. to get himself/herself off or get alighter punishment. Last year, he told Mrs. McNamara
40. heleft his program on my computer, and he would haveto turn it in late. She believed
41. him/her, even after | stated he/she hadn’t been to my house in three weeks. When someone
42. broke into the computer lab, and he/she was questioned, he/she blamed eight other people
43. from our class.
44. The above statement is true and accurate to the best of my knowledge and belief.

/s

Billy/Billie G.
State of New Justice
Subscribed and sworn to, before me, the undersigned officer, by Billy/Billie G. onthis___day of

, 200

Notary Public
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Transcript of 911 call received from 486 Silicon Highway
1. Date of call: July 22, 2002 Start time of call: 18:11:14
2. 911 Operator: “Hello, Concord Police Department, 911.”
3. Cdller: "Yeah, I'd like to report a problem at the zoo.”
4. 911 Operator: “What is your name please, sir?’
5. Cdler: “Forget about my name, let’ s talk about the zoo!”
6. 911 Operator: “What about the zoo?’
7. Caller: “I’m worried about some hacking at the zoo tonight”
8. 911 Operator: “You mean like a stabbing or something?’
9. Cdller: “No, nothing like that.”

10. 911 Operator: “Okay. Just try to cam down. Let’s start at the beginning. What exactly is 11. the
problem?
12. Cdller: “Computer hacking!”

13. 911 Operator: “Hasthis computer hacking already occurred?’
14. Cdler: “1 doubt it.”

15. 911 Operator: “What are the hackers going to do?’

16. Cdller: “I don’'t know. But you' d better do something.”

17. 911 Operator: “When will this hacking take place?’

18. Caler: “How should | know?’

19. 911 Operator: “Areyou at the zoo now?’

20. Caller: “No, of course not!”

21. 911 Operator: “Isanyone in immediate danger?”

22. Caller: “Of course not!”

23. 911 Operator: “Do you have anything to do with this hacking?’
24. Cdler: “Not me!”

25. 911 Operator: “Then who isinvolved?’

26. Cdler: “Look, I'vetold you everything I'm going to.”

27. 911 Operator: “I'll send a patrol car to the zoo to investigate.”
28. Cdller: “Don’t bother, you idiot!”

29. 911 Operator: “What was your name again?’

30. Call terminated by caller: 18:11:52

(The parties have stipulated to the authenticity of this transcript.)
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